
We have entered a new 
era in cybersecurity, 
and concerns that 
seemed settled long ago 
now loom large. Previ-
ously effective cryptog-
raphy practices, in par-
ticular, will no longer 
provide the same level of 
reassurance they once 
did. It's time for enter-
prises to up their cyber-
security game—and this 
means acknowledging 
(and addressing) shifts 
in cryptography best 
practices. 
Many sophisticated at-
tacks now leave even 
seemingly well-protected 
websites and organiza-
tions at risk. Among the 

most worrisome? The 
harvest now, decrypt 
later (HNDL) strategy. 
Also referred to as har-
vest and decrypt, this is 
the purview of patient 
cybercriminals, who are 
willing to wait as long as 
it takes for quantum 
computing to shake up 
the cryptography scene 
Also referred to as 
"retrospective decryp-
tion" or "store now, de-
crypt later," HNDL in-
volves a unique ap-
proach to cybercrime: 
threat actors seek cur-
rently encrypted data, 
even if they are unable 
to access it yet. 
From there, sophisticat-

ed cybercriminals 
can bide their 
time until quan-
tum computing 
tactics become 
readily available. 
This is the ulti-
mate form of 
playing the long 
game, and at-
tackers anticipate 
that it will pay 
off. 
Once quantum compu-

ting enters the picture, 

previously effective en-

cryption algorithms will 

no longer keep the 

stored data these cyber-

criminals collected safe. 

Unfortunately, quantum 

computers will have the 

power to break widely 

used encryption algo-

rithms like Rivest–
Shamir–Adleman (RSA) 

and Elliptic Curve Cryp-

tography (ECC). 

Harvest Now Decrypt Later Attack 

How the harvest now, decrypt later attack works 

The central strategy of harvest now, decrypt later is simple: gather as much data as possible and pre-

pare to decrypt it in the future. This is a purpose-driven strategy, and cybercriminals are far from 

haphazard in their efforts; they go to great lengths to ensure that they can access information that will 

be easiest to leverage and that will cause the most damage once decrypted.  

Data harvest stage 

It’s widely accepted that we are already in the midst of the data harvest stage, as many sophisticated 
attackers are well aware of the upcoming availability of quantum computing and eager to leverage en-
hanced computing power as soon as possible. Threat actors are preparing right now, and potential 
victims should be as well. Critical components of data harvesting include: 

• Identifying targets. This strategy begins with the careful selection of targets. Typically, threat 
actors focus on data that will remain relevant over time. This could include anything from person-
al data (such as financial information) to intellectual property. A lot depends on how the cyber-
criminals intend to use that information once decrypted. Adversaries may also examine encryption 
strength, targeting data if it's thought likely to become vulnerable in the next few years. Cyber-
criminals tend to seek out vast quantities of data, with the assumption that at least some of it will 
prove useful later on. 

• Capturing encrypted data. Once targets have been identified and thoroughly researched, the 
next step involves obtaining the desired data. Yes, it may be encrypted at this point, but that will 
not stop threat actors from seeking access. Through numerous attack mechanisms, cybercrimi-
nals can pinpoint vulnerabilities, breach servers or databases, and capture data without initially 
decrypting it. 

• Monitoring. The 'harvest' portion of HNDL attacks may not necessarily represent a one-time 
pursuit. If vulnerabilities are detected, threat actors may monitor these over time and continue to 
capture data as it becomes available. Those targeted may never realize that they are being moni-
tored and their data is being harvested. 
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Data storage and man-

agement 

After obtaining encrypt-
ed data, cybercriminals 
enter an uncertain stage 
that could potentially 
last several years: stor-
ing and managing a 
wealth of illicitly ob-
tained information. 
Many rely on cloud stor-
age and fraudulent ac-
counts, although some 
may look to physical 
storage solutions for en-
hanced security and ob-
fuscation. 
Techniques such as 
fragmentation or mis-
naming of files may 

make it more difficult to 
detect bad actors. Over 
time, these cybercrimi-
nals will continue to ver-
ify that harvested data 
remains accessible (only 
to them, of course) and 
that it is properly con-
cealed. They may also 
take steps to limit the 
risk of data loss or obso-
lescence. 
Future decryption with 
quantum computers 

While quantum compu-
ting is not yet available, 
all signs indicate that 
this will soon change. 
When this unmatched 
computing power is un-

leashed, bad actors—
who have patiently wait-
ed for years—will have 
the ability to decrypt 
previously protected da-
ta. At this point, they 
will be able to break al-
gorithms such as RSA 
and ECC. 
This devastating final 
stage will begin with 
gaining access to quan-
tum computing re-
sources and then cen-
tralizing data, which 
may have been stored in 
numerous locations 
through the years. From 
there, the strongest 
quantum algorithms 

(capable of breaking the 
most powerful encryp-
tion schemes) can be 
applied. 
Key discovery will play 

heavily into this stage 

and could leave targeted 

organizations at risk. 

Following successful de-

cryption, cybercriminals 

may have access to 

passwords, financial in-

formation, and other 

sensitive data that can 

be used for malicious 

purposes. 

For now, one shouldn't 
think of cybersecurity in 
banking as an expense. 
It's an investment in cli-
ent trust, in reputation, 
in preserving assets. 
One successful attack 
can cost more than 
years of spending on 
security. 

The trends of 2025 show 
that protection must be 
built in at all levels. 
From technology to pro-
cesses, from people to 
organizational culture. 
It's not a simple path, 
but it's the right one. 
Banks that take cyber-
security in banking seri-

ously, that invest in 
technology, train people, 
and constantly adapt to 
new threats, will be 
leaders in both resili-
ence and client trust. 
This will be the most 
important competitive 
advantage of the next 
decade. 

The future of the bank-

ing system depends not 

on one-time solutions, 

but on constant, deliber-

ate readiness. And the 

time to start has come 

long ago. 

Banking Cybersecurity: Investment, Not Expense 

The importance of  addressing this type of  threat now 

The quantum age is 
closer than most people 
think; experts anticipate 
that by 2030 conven-
tional asymmetric cryp-

tography will no longer 
provide sufficient pro-
tection. This is only a 
few short years away, 
and already threat ac-
tors could potentially be 
gathering sensitive data 
to be used for ill pur-
poses later on. 
With threats such as 
HNDL coming to light, it 
is increasingly clear that 
quantum concerns need 
to be addressed as soon 

as possible. The term 
"quantum threat" de-
scribes the urgency that 
this situation requires—
and underscores that, 
although quantum com-
puting could present 
some unique opportuni-
ties, we cannot fully re-
alize them unless we 
promptly address the 
accompanying security 
concerns. 
Developing and imple-

menting a strong post-

quantum framework 

(including quantum-

resistant algorithms) 

takes years, and alt-

hough the field has 

made great progress in 

recent years, most or-

ganizations remain far 

from sufficiently pro-

tected. 
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